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St. Anthony’s Primary School will establish, implement and review clear expectations for our 
community as they relate to online safety, including digital citizenship, cyber-safety and social media. 
 
This Policy is to be read in conjunction with the following School Policies: 

● Social Media for Employees Policy 
● Parent Code of Conduct Policy 
● Privacy Policy 
● Standard Collection Notice Policy 
● Acceptable ICT Use Agreement Policy 
● Safe Responsible Behaviour Policy 
● Positive Behaviour Management Flow Chart 
● Positive Behaviours Policy 

Rationale:  
Our students, families and teachers recognise the benefits of being digitally engaged in the learning 
community at St. Anthony’s and the wider online world. We strongly embrace the positives 
online-interactions provide our community but, are equally committed to reducing student exposure 
to online risks (cyberbullying, online sexual predation, sexting, identity theft and fraud) as well as, 
equipping community members with the skills and knowledge needed to safely navigate emerging 
technologies.  
 
St Anthony’s is aware that preparing our students to make effective use of ICT is an important part of 
their preparation for participation and contribution in society today and into the future. It is our 
belief that we must prepare our students to actively participate in the world in which they live. A key 
skill in this new world will be their ability to participate as effective digital citizens. An important part 
of learning these skills is being given the chance to experience the opportunities, and the challenges 
presented by technology in a safe, secure and nurturing environment, where clear, effective 
guidance can be sought as students and teachers learn.  
 
St Anthony’s Primary School supports the smart, safe and responsible use of educational 
technologies, including but not limited to the use of cloud-based spaces, the Google Apps for 
Education suite (GAFE), HAPARA and education resources via the internet. As an e-Smart school that 
has student access to Chromebooks and iPads we recognise the importance of responsible online 
digital citizenship and promote this through explicit cyber-safety lessons. Our priority is to provide 
safe learning environments for all students in accordance with the Child Safety Policy, minimising 
and managing the risks associated with using technology. Cyberbullying which occurs inside or 
outside school hours impacting on students is unacceptable and the school will respond to breaches 
of this policy in line with our Behaviour Management Policy and procedures.  
 
Furthermore, St Anthony’s Primary School recognises the importance of teachers, students and 
parents engaging, collaborating, learning and sharing through social media applications. These 



applications include, but are not limited to, Facebook, Twitter, Blogs, Class Dojo and other online 
tools through which people connect and share information. All members of the St Anthony’s 
community are expected to uphold the values of the school in all Social Media interactions. Staff, 
students and parents will not act in such a way that the image of St Anthony’s Primary School is 
brought into disrepute nor in a way that harms members of the school community. Therefore, it is 
expected St Anthony’s Primary School's staff, students and parents use Social Media in a respectful 
and responsible manner.  

Aims:  
The intention of the eSmart policy is:  

● provide the establishment of an eSmart culture which is in keeping with the values of the 
school, the expectations outlined in ICT Acceptable Use Policy and the standards set out in 
our Code of Conduct;  

● to ensure the responsible use of all digital technologies and when in breach to address this in 
conjunction with the school’s Behaviour Management policy and record the incident on the 
eSmart Concerns or Breaches Form 

● provide opportunities for students to develop and demonstrate smart, safe, responsible and 
ethical online practices;  

● provide explicit instruction about safe and responsible online behaviour that acknowledges 
the partnership between home and school; 

● to ensure the safety and wellbeing of students and staff when accessing online content and 
working e.g saving, viewing, passwords and sharing in a cloud-based environment, e.g. GAFE 
suite.  

● provide structures and processes through which St. Anthony’s can maintain its eSmart 
accreditation  

● to ensure the safe and responsible use of Social Media by all members of the St Anthony's 
Community. By providing guidelines for staff, students and parents in reference to the use of 
Social Media. 

Definitions: 
For the purposes of this policy the following understandings will be referenced throughout:  

● Bullying: is when someone, or a group of people, who have more power at the time, 
deliberately upsetting of hurting another person, their property reputation or social 
acceptance on more than one occasion. Bullying maybe direct (such as verbal bullying, name 
calling, insults, homophobic and racist remarks, physical actions) and indirect (lying and 
spreading rumours, playing nasty jokes, embarrassing, humiliating, mimicking, encouraging 
others to socially exclude others, damaging someone’s reputation, forwarding messages).  

● Child safety Encompasses matters related to protecting all children from child abuse, 
managing the risk of child abuse, providing support to a child at risk of abuse and responding 
to incidents of abuse.  

● Cloud based Applications and programs which are not stored on the local school server 
● Cyber: refers to the virtual online world which can be accessed through a variety of 

technology (computers, iPads, mobile phones, iPods).  
● Cyber-bullying: involves the use of any information communication technology by an 

individual or group to carry out deliberate, isolated or repeatedly hostile behaviour that is 
intended to harm others or is undertaken recklessly without concern for its impact on 
others.  

● Cyber-safety: is the act of maintaining your own and others personal security and wellbeing 
while interacting with the online world. (It applies to your full name, address, phone 
number, school, age, birthday, email address).  



● Digital citizenship goes beyond notions of safety and risk, implying positive engagement 
with digital technologies for a range of purposes, while being responsible for one’s own 
safety and protecting that of others. The three pillars of digital citizenship are " respect, 
educate and protect." If you are looking for learning resources on this topic for your child, 
you can visit the Parent Guide.  

● Digital Footprint: is a trail left by interactions in a digital environment. In social media, a 
digital footprint is the size of the person’s ‘online presence’ measured by the number of 
individuals with whom they interact.  

● Digital Literacy: is the ability to effectively and critically navigate, evaluate and create 
information using a range of digital technologies.  

● eSmart: is a program designed to educate, track, monitor and prevent bullying and 
cyberbullying.  

● GAFE Google Apps for Education Suite including Gmail Digital technologies Any digital device 
or system accessed by students and staff  

● Hapara: is the central hub for viewing learners’ work in G Suite. It’s an organized, simple 
platform that enables teachers to view, access, and give feedback on digital work. 

● Netiquette: is the set of social conventions that facilitate interactions over networks.  
● Social media refers to the means of interactions among people in which they create, share, 

and exchange information and ideas in virtual communities and networks. Social Media: 
refers to all social networking sites. These sites include, but are not limited to, Facebook, 
Twitter, LinkedIn, Google+, KIK, Instagram, Snapchat, SMS, YouTube and includes emails and 
mobile devices. 

Implementation:  
● St Anthony’s policies and procedures reflect our participation in the eSmart Schools Program  
● St Anthony’s will develop and maintain procedures around the safe and responsible use of 

the internet and related technologies (ICTs). These internet safety procedures will recognise 
the value of the technology and encourage its use in a teaching and learning context while 
helping to minimise and manage the challenges that may be experienced by students, 
teachers and the wider school community.  

● The school will consult with parents and the wider school community, as to how it intends to 
use ICT and where possible explain how it benefits the teaching and learning process. These 
procedures will aim to not only maintain a safer school environment, but also aim to address 
the need of students and other members of the school community to receive education 
about the safe and responsible use of information and communication technologies. 

● It is the responsibility of all members of our community to ensure the smart, responsible and 
safe use of digital communication including social media. St Anthony's School Leadership 
Team with the assistance of the digital learning leader and the e-learning team will:  

o ensure members of the school community are aware of the eSmart policy  
o refer to the policy regularly in communication with parents through the newsletter, 

Class Dojo and the school website 
o report breaches as outlined in the St Anthony’s Cyber Safety Action Flowchart and 

through the eSmart Concerns or Breaches Form 
o make advice, guidebooks and support for parents available on request 

● All members of the school community should be aware of and have knowledge of school’s 
Acceptable ICT Use Agreement, Safe Responsible Behaviour Policy, Parent/Guardian Code of 
Conduct, and eSmart Policy documents.  

● All teachers must discuss/teach the content of the Acceptable Use Agreement in Term One 
of each year and ICT rules at the beginning of each term.  

● All students in conjunction with their parents are required to discuss and sign the Digital 
Technologies- Acceptable Use Agreement at the beginning of each school year. Students are 
not permitted to use any form of digital technology without this signed agreement. 

●  All students in years F-6 must sign a copy of the Safe Responsible Behaviour Policy annually.  

https://www.esafety.gov.au/


● A copy of the all policies including the eSmart Policy and Acceptable Use Agreement are to 
be made available on the school website and through the drive.  

● New students and staff will be informed of eSmart policies via the school induction program.  
● Cyber safety lessons are planned into the curriculum from Foundation to Year 6: and can be 

found in the school’s cyber-safety and eSmart scope and sequence. 
o eSmart curriculum will be explicitly taught from F-6 supported in classrooms.  
o on a biennial basis the Year 5-6 cohort obtain their eSmart digital licence 
o students are made aware of reporting procedures, as stated in the Digital 

Technologies Acceptable Use Agreement, in case of harmful content  
o F-6 students receive cybersmart messages via assemblies and the wider community 

once a fortnight through Class Dojo.  
● Behaviour Management procedures are to be adhered to in case of breaches of this policy 

and or Digital Technologies- Acceptable Use Agreement.  
● In the case of cyber safety breaches the cyber safety flowchart is to be followed. If a crime is 

suspected Police are to be contacted. All incidents are to be recorded on the eSmart 
Concerns or Breaches Form  

● Any breach of the Acceptable Use Agreement is recorded on the eSmart Concerns or 
Breaches Form found on the school website and school drive. Clear Consequences and 
restorative practices follow these instances as usual. Incidents and complaints process will 
be made clear to students and parents.  

● Parents will be notified by phone of any breaches as they relate to ICT use.  
● Privacy collection notice is always available for access through the school website and 

newsletter.  

STUDENT EXPECTATIONS: 
● Students are expected to show respect to all members of the school community, this 

includes during online activity. 
● Students are always expected to exhibit safe and responsible behaviours when using school 

equipment and communicating off and online.  
● Students must sign and follow the guidelines listed in the Acceptable Use Agreements and 

Safe Responsible Behaviour Policy before commencing online activities.  
● Students are encouraged to talk to a parent or teacher if they or others feel uncomfortable 

online participating in unsafe, inappropriate or hurtful online behaviours or report incidents 
on the eSmart Concerns or Breaches Form.  

● Students are expected to maintain their personal security and that of others by keeping 
personal information secure including usernames and passwords.  

● Students are expected to only take appropriate photos, audio and video with permission for 
educational purposes and not publish on online spaces.  

● to read and comply with the Social Media Guidelines for Students  
● understand that a breach of the Social Media guidelines by Students will be dealt with in 

accordance with the school Behaviour Management policies and procedures  
● to understand that if a criminal offence has been committed the Police will be contacted  
● to read and sign in conjunction with their parents the Acceptable User Agreement and 

discussed as a family 
 

PARENT EXPECTATIONS:  
● Be responsible for being aware of and informed about their children’s online activity and be 

proactive in the supervision and guidance of their children taking into account this policy and 
in particular the school’s core values. 

● Parents are expected to show respect to all members of the school community including 
during online activity. 

● Parents are always expected to exhibit and reinforce safe and responsible behaviours when 
communicating off and online. 



● Parents are expected to sign and be familiar with St. Anthony’s Acceptable Use Agreement 
and the Safe Responsible Behaviour Policy to support students to meet expectations.  

● Parents are expected to report any incidents of cyberbullying or unsafe cyber-behaviour that 
they become aware of happening at school to the school through the eSmart Concerns or 
Breaches Form found on our school website or in person as per the St Anthony’s cyber safety 
action plan (see procedures reporting and storage below)  

● Parents are expected to meet with staff if students are involved in cyberbullying incidents. 
● Parents will be notified and will be expected to meet with school staff if students are 

involved in incidents of bullying/cyberbullying as per the St. Anthony’s School Acceptable 
Use Agreements. Notification will be given when breaches occur, privileges are suspended or 
where further actions are deemed necessary. For cases in which online activities are deemed 
illegal, such activity will be reported to police in line with our departmental obligations. All 
records will be stored on the eSmart Concerns or Breaches Form. These records can be 
accessed by authorised school staff and will be stored for a minimum of seven years. 

● to comply with the St Anthony’s Social Media guidelines  
● to comply with the St Anthony’s Parent Code of conduct  
● to comply with any request from school leadership to remove content that is in breach of 

these guidelines.  
● follow policy for events such as excursions and camps. e.g not uploading student files to 

social media  
● to comply with school expectation of no photographs on excursions or at Assembly 

STAFF EXPECTATIONS:  
● Staff are always expected to exhibit safe and responsible behaviours when communicating 

off and online as per the Acceptable Use Policy and the Safe Responsible Behaviour Policy.  
● Staff are expected to show respect to all members of the school community including during 

online activity. 
● Staff are expected to effectively supervise students while online on school digital devices.  
● Staff are to provide education to students around the smart, safe and responsible use of 

digital technologies using the eSmart curriculum and incidentally reinforced in classrooms 
practice.  

● Staff are to read and explain the Acceptable Use Agreement and the Safe Responsible 
Behaviour Policy in term one each year.  

● Staff are to ensure that students adhere to the Acceptable Use Agreement and the Safe 
Responsible Behaviour Policy. They must report and record breaches on the Cyber Safety 
Concern Form and follow behaviour policy guidelines where required.  

● Staff are expected to report all cases of cyberbullying and unsafe cyber behaviour to the 
Student Wellbeing Coordinator. The Coordinator is expected to report all cases of 
cyberbullying and unsafe cyber behaviour to parents if it is happening at home and to record 
incidents on the eSmart Concerns or Breaches Form.  

● Staff should always protect their passwords and guard their privacy on the internet and to 
be aware of their digital footprint (use privacy settings and mindful of online comments).  

● Staff are expected to use their personal and school media platforms in line with Department 
of Education and school expectations, particularly as they relate to the protection of privacy.  

● to ensure they are familiar with St Anthony’s Social Media Staff Guidelines in regard to Social 
Media use  

● to ensure students are aware of and understand St Anthony’s Social Media Student 
Guidelines  

● Staff are expected to report any cyber incidents as per the St Anthony’s cyber safety action 
plan (see procedures reporting and storage below)  

● Staff are expected to read and sign the Staff Digital Technologies Code of Conduct.  



SCHOOL EXPECTATIONS:  
● The school is expected to provide a range of digital technologies for students’ educational 

use.  
● The school has the eSmart policy in place that outlines the values of the school and the 

expected behaviours of students, parents, staff and the school.  
● The school provides a filtered internet service and effective supervision of students while on 

school digital devices.  
● The school provides access to age appropriate search engines and teacher recommended 

and reviewed websites.  
● The school has an eSmart curriculum that is reinforced across the school.  
● The school provides support to students, parents and staff to understand and use digital 

technologies.  
● Filtering and monitoring software is used on devices that are connected to the school 

computer network to prohibit access to inappropriate content. CEM manages the filtering 
software (zscaler).  

Procedures Reporting and Storage:  
Incidents of cyberbullying and unsafe online behaviour will be not tolerated at St. Anthony’s Primary 
School on school grounds, school excursions, camps or extra-curricular activities of any kind. 
Students, parents, teachers and community members are encouraged to report an incident 
immediately if:  

● they feel that the wellbeing of a student is being threatened;  
● they have experienced an incident of cyberbullying (see definition);  
● they come across sites/texts/images/videos which are not suitable for school use;  
● they or someone they know accesses, makes or sends uncomfortable text, photo, video or 

audio;  
● they or someone they know posts private information intentionally or unintentionally; 
● they or someone they know uses content owned by others e.g. text, images, music and 

video and does not acknowledge source;  
● they or someone they know does not seek support when there is an issue with devices;  
● they or someone they know asks for private information or to meet in person;  
● they or someone they know deliberately damages electronic devices or settings;  
● they or someone they know accidentally breaks the Acceptable Use Agreement and/or the 

Safe Responsible Behaviour Policy.  
 
All known instances of misuse of technology will be investigated by the teacher present in the first 
instance and the Student Wellbeing Coordinator. These instances will be recorded in the eSmart 
Concerns or Breaches Form. The incident/s date, time, location, summary and parties involved will 
also be recorded. Where appropriate, incidents will be referred to the Assistant Principals, ICT 
coordinators, ICT teachers or Wellbeing Coordinators. These determinations will be made in line by 
applying the facts of individual incidents to existing school documentation. The same documentation 
will provide guidance on the type of action to be taken in response to misuse of technology. 
Students may lose digital technology privileges for a designated length of time and be required to 
completed or resubmit cyber safety lesson modules.  

References: 
Allanah and Madeliene Foundation  

VQRA Child Safety standards  

www.vrqa.vic.gov.au/childsafe 

http://www.vrqa.vic.gov.au/childsafe


Esmart Schools resources  

https://www.esmartschools.org.au/ 

Office of Children’s e safety commissioner  

https://www.esafety.gov.au/ 

CEVN (CEOM)  

https://cevn.cecv.catholic.edu.au/secure/CEVNLogin.aspx 

DEECD: Principal And Administrators Resources 

http://www.education.vic.gov.au/school/principals/spag/pages/spag.aspx 

VRQA: Guide to the minimum standards and other requirements for school registration (Oct 2012) 

http://www.vrqa.vic.gov.au/childsafe/Pages/schools.aspx 

VCSA: Guide To Meeting The Minimum Standards For Registration For Catholic Schools (June 2014) 

https://cevn.cecv.catholic.edu.au/WorkArea/DownloadAsset.aspx?id=24024 

* VCSA Guide: must be logged into cevn for this link to work Child Safety Standards Compliance 

Self-Assessment and Action Plan located in 

https://drive.google.com/open?id=1H5uy90IfMoHlXxmfJtDmjA08bzZg8MWcsTfKqobphk8 

Using Social Media DEECD guidelines. 

http://www.education.vic.gov.au/school/principals/spag/governance/Pages/socialmedia.aspx 

For example, the Victorian Government Schools Reference Guide, Relevant legislation, “expert” 

sources, CEOM, DEECD and VRQA guidelines. Include policy, guideline acts that have been drawn on. 
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